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1.
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Running BANKS on Client Machine

The required java version is 1.8 and you can follow the following steps to install it on the client.

2.

vk wnN e

Pre-requirements

Java 1.8.xxx is required.

Microsoft Windows (7 or 10) (32 or 64 Bit)

Microsoft Internet Explorer version 11.x

Turn off POPUP Blocker on the internet explorer.

Create the following directories: (If workflow implemented)

e C:\DMS

e C:\rep

{Full permissions should be granted for the logged-in users on the above folders}
Minimum 4 Giga Byte RAM memory.

. Make sure to setup the Weblogic IP Address in BANKS application server file:

/u/oracle/bank/cli-conf/exceptionSites.properties

2.1 Install Java Runtime Environment
Installed Java Runtime Environment

"

(S

Open File - Security Warning

Do you want to run this file?

Mame:
Publisher:

Type: Windows Installer Package

From: Ch\Users\User\AppData'Locallowh\Sun'Java'jrel....

.callowhSun'Javaljrel.5.0_31_x64\jrel.8.0_31.msi
Oracle America, Inc.

[ Bun [ Cancel

potentially ham your computer. Only run software from publishers

| -'a\l While files from the Intemet can be useful, this file type can
k.
.4 you trust. What's the risk?

How the following program to make

puter?

Programmame  Java SE Runtime Emironment & Update 31
= Verfied publsher: Orade America, Inc.
File ongn: Downlozded from the Intemet

V! Show detais Lys J|_#
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Welcome to Java

Java provides safe and secwe access to the world of amazing Java content
from business solistions to helpful utilittes and entertainment, Java makes your
Internet expenience come to e

Note: No personal mformation is gathered as part of our install process.

Click

ere for more information on what we do coliect.

Click Install 1o accept the Lcense agreement and install Java now.
: Change destination folder Cancel | Install >

Dawnloading Instaler Estimated time Jeft: 2 min 31 sec

Java is found everywhere - on mobile phores, deskiop computers, 8ku-ray
Disc players, set top boxes, and even in your car.

By instaling Java, you will be able to experience the power of Java brought ta
you by Orade.

Vist us atia».'a.c:m

Status  Inataling lawva

—

3 Billion Devices Run Java
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Jav Setup - Complete ==

+/ You have successfully installed Java

You will be prompted when Java updates are avaiable. Always nsial
updates to get the latest performance and secrdy improvements.

More about update setbngs

\When you dick close, your browser will be opened so you can verify that
Java is working.
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2.2 Enable Java Plug-ins on Internet Explorer

Notes:
- Only Internet Explorer Version 11.xxx is supported.
- Google Chrome and Firefox are NOT supported.

Click Tools and then Internet Options
Select the Security tab

Select “Trusted sites”.

Set “Security level for this zone” to Low

PwnNE

General Security privacy Content Connections  Programs  Advanced

o

Restricted
sites

Trusted sites @
4 This zone contains websites that you

v trust not to damage your computer or
your files,
You have websites in this zone,

|
Select a zone to view or change :gcurlty 5ctmjg=.

¢ @

Internet  Local Intranet \Trusted sites

Security level for this zone
Allowed levels for this zone: All

Low
- Minimal safeguards and warning prompts are provided
- Most content is downloaded and run without prompts
- All active content can run

® - Appropriate for sites that you absolutely trust

] Enable Protected Mode (requires restarting Internet Explorer)
Custom level, ., Default level

Reset all zones to default level

OK Cancel Apply

5. Click on “Sites”
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6. Add BANKS URL http://<server-ip> to the list

General Security  Privacy Content Connections Programs Advanced

4 ‘You can add and remove websites from this zone. All websites in
S this zone will use the zone's security settings.

RUNNING BANKS ON CLIENT MACHINE

USER MANUAL

Add this website to the zone:

T http:r10.100.102.00 )
S ——

»

Websites:

http:/f10, 100, 102,89

http: /100, 2. 100,99
http:/f192. 168,115,115
https: fficsfs.sharepoint. com

Las o .pE__E ..

R S A

"~ Eemove

W

[C1Require server verification {(https:) for all sites in this zone

Custom level...

(0.4

Default level

Reset all zones to default level

Cancel

Apply

7. Press OK

8. Presson “Custom level...”

9. Scroll down to Scripting of Java applets

10. Make sure the Enable radio button is checked
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General Security Privacy Content Connections  Prg

| Settings
Select a zone to view or change security settings. iz NET Framework-reliant components G
) B - |#| ActiveX controls and plug-ins
@ L& G .93 Downloads
- v
I'_ S - | Enable .NET Framework setup
Internet Localintranet  Trusted sites Re:i?:';l || Miscellaneous
_ = | Scripting
, Trusted sites '] Active scripting
4" This zone contains websites that you | Allow Programmatic dipboard access
v tr:j,—t%:tsm damage your computer or =] Allow status bar updates via script
$ou ha\telwebsites in this zone. g‘ Allow websites to prompt for information using scripted winde
) ) ="' | Enable XS5 filter
Security level for this zone | Scripting of Java applets
Allowed levels for this zone: All (O) Disable
Low (®) Enable
- Minimal safeguards and warning promptz (O Prompt
- Most content is downloaded and run witl 02 Tlear Anthanfir=fion &7
- All active content can run < >
- - Appropriate for sites that you absolutely *Takes effect after you restart your computer
[CJEnable Protected Mode (requires restarting Inter Reset custom settings
Custom level... | Resettor (g, ~ Reset...
Reset all zones to
OK Cancel
QK Cancel Apply

11. Click OK to save your preference
12. Click OK to save the internet options.
13. Restart the Internet Explorer.

Chrome
Not Supported.

Firefox
Not Supported.
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2.3 Add Application Server IP to Proxy Exception List

1. Click Tools and then Internet Options
2. Select the connections tab

3. Presson “LAN settings”.

‘ln}_cmcl Op!iqns l ! M

| General | Security I Privacy | Content | Connections |Progroms | Advanced|

=

,__“ To sat up an Intarnat connaction, click | Satup J
Setup.

Dial-up and Virtual Private Network settings

& 1CSFS [ Add, .. |
| Addven.. |
e | |
Choose Settings If you need to configure a proxy | Settings |

server for a connection.

Local Area Network (LAN) settings

LAN Settings do nat apply to dial-up LAN sattings |
connections. Choose Settings above for dial-up
settings,

ok || cancet || Apph

4, Presson “Advanced”.

fglelnel Options ? x|
Local Area Network (LAN) Settings w

Autormatic configuration

Automatic configuration may override manual settings, To ensure
the use of manual settings, disable automatic configuration,

|V | Automatically detect settings
[ | Use automatic configuration script

(o [ [

Proxy servar

I-/Iu“ o proxy sarvar for your LAN (Thase saettings will not apply ta
dial-up or VPN connactions).

Address:  100.0.0.1 Port; 8080 | Advanced |

|V | Bypass proxy servar for local addresses

[ OK ] | Cancel |
LAN Settings do not apply to dial-up ] LAN settings [
connections, Choose Settings above for dial-up
mettings,
[ OK l | Cancel pply

5. Add Server IP address to Exceptions.
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@) © 1
| Internet Options fr 25 |
]
" Local Area Network (LAN) Settings [ 2R \LJ L
[7]] Proxy Settings .. o S
Servers
LB Type Proxy address to use Port
G 8|
HTTP: 100.0.0.1 ¢ poso
Secure: 100.0.0.1 : | BOBO
FTP: | 100.0.0.1 : | 8OO
Socks:

[V]Use the same proxy server for all protocols

Exceptions
LB [ Do not use proxy server for addresses beginning with:
(sl

10.%.%.%;100.%.%. % http://smts.ces.com.jo™ s http://wsu - »
s.csfs.internal™;10,100,101,68|

Use semicolons ( ; ) to separate entries,

I 0K | Cancel

Lancel.

6. Press OK
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2.4 Disable Pop-up Blocker
1. Click Tools and then Internet Options
2. Goto “Privacy” and make sure to Disable the pop-up blocker

General Security Privacy Content Connections Programs —Advanced
Settings
Sites Advanced

Location

m Mever allow websites to request your
physical location

Clear Sites
Pop-up Blocker

[ turn on Pop-up Blocker Settin
InPrivate

Disable toolbars and extensions when InPrivate Browsing starts

oK Cancel Apply
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2.5 Add BANKS URL to Exception Sites
7. Go to Control Panel
8. Open Java Console
- ———
KD 37 v + Mcowsrme ~p 3 :
’ . o j'
2 ) ¥ -
™ ﬂ - ' @
A P - '8
% % [ % C. ) 2
- r L) 4 &
e L s @ . ¥
5 A ~ LS 9
- ! 9 - T A
2 1 & L
9. Go to General 2 Network Settings...
&) Java Control Pane —
General date Java Security Advanced
About
View version information about Java Control Panel.
About...
Metwork Settings
Metwaork settings are used when making Internet connections. By default, Java wil use the network
settings in your web browser, Only advanced users should modify these setiime
| Metwork Settings...
Temporary Internet Files
Metwork Settings
Files you use in Java applications are stored in a spedal folder fi
advanced users should delete files or modify these settings. Use direct connection.
Qu
Java in the browser is enabled.
() Use proxy server
See the Security tab
Address: Port: Advanced...

Bypass proxy server for local addresses
ID Use automatic proxy configuration script

Script location:

(@) Direct connection

Carcel || el

Conce
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10. Go to Update = uncheck automatic update option...
|£| Java Control Panel — ot

General Update Java Security Advanced

The Java Update mechanism ensures you have the most updated version of the Java
platform. The options below let you control how updates are obtained and applied.

Motify Me: Before downloading [

CD Chedk for Updates .ﬁ.utomatin:ally) Advanced...

Click the "pdate Mow"™ button below to check for updates. An icon will appear in the

system tray if an update is available. Move the cursor over the icon to see the status of
the update.

Update Mow

Cancel | | il
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11. Java = View...

Click on View.

On “Runtime Parameters” set the following value
-Xms256M -Xmx1024M

For Citrix use the following

-Xmx300M (If this PC is not using workflow system).

-Xms150M -Xmx1024M (If this PC is using workflow system).

In addition, make sure the Hight=800 & width=600 properties inside formsweb.cfg file on the
application server is updated.

Click OK.

|£| Java Control Panel = P

| General| Java | Security | Advanced

View and manage Java Runtime versions and settings for Java applications and appless

/
4

| £| Java Runtime Environment Settings

Uzer | System

Platform Product  Location Path
1.8.0.91 htp:/fava.s... C:\Program Files (x3. ..
1.8.0_60 |http:/fiava.s...

Runtime Parameters abled

Xms256M -Xmx 1024M o

-¥ms256M -Xmx 1024M
L >y

\Program Files (x3.

Eind ] [ Add ] Remove

[ OK, ] [ Cancel

CK ] [ Cancel Apply
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12. Go to security = Edit Site List...
Press on Edit Site List.
Press on Add
Add the following application server’s URLs
http://<server-name/IP-address>:9001
https://<server-name/IP-address>:9001
Press OK.

P
=)

£| Exception Site List - . _

General | Javh

[7] Enable Java content in the b Applications launched from the sites listed below will be allowed to run after the appropriate security

prompts.
Location
Security level for applications Vi pttp://10.0.4.1:3001/ =
© Very High e bttp://10.100.101.78:9001/ :
Only Java applications id: " tip://10.100. 101.82 i

and only if the certificate “J pttp://10.100.102.18:9001 E_
"T_h http://10.100. 102.18:9001/

©) High b http://10.100.102.37
Java applications identifie Ul pttp://10.100.102.37:9001/
the revocation status of e httn://10,100,102,5: 7001/ v
Add Remove
‘g FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.
Exception Site List
Applications launched from [ OK ] [ Cancel
prompts. /
http://10.0.4.1:9001/ A 7 T
http://10.100.101.78:9001/ [ o Edit Site List... J
http://10.100.101.82 -

[ Restore Security Prompts H Manage Certificates... ]

[ ok || cancel Apply
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13. Go to Advanced - Follow the below diagrams:
|£| Java Control Panel — p 4

General Update Java Security Advanced

Debugaing )
----- [] Enable tracing

----- [] Enable logging

----- [] show applet lifecyce exceptions

Java conscle

----- () Show console

----- i) Do not start consale

Default Java for browsers

----- Microsoft Internet Explorer

----- [] Mezilla family

Shortcut Creation i
----- () Always allow

----- () Always allow if hinted
----- () Prompt user

----- (®) Prompt user if hinted
----- () Never allow

MLP File,/MIME Association
----- () Always allow

----- (®) Prompt user

----- () Never allow
pplication Installation

----- (®) Install if hinted

----- () Install if shortcut created U
----- () Install if hinted and shortout

----- () Never install

Execution Environment Security Settings e

conel | | ol

—

=
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| £ Java Control Panel — pod
General Update Java Security Advanced
Execution Environment Security Settings '

----- Allow user to grant permissions to signed content
----- [ ] Show sandbox warning banner

----- Allow user to accept JNLP security requests

----- Don't prompt for dient certificate selection when no certificates or only one exists
----- [ ] Warn if site certificate does not match hostname

----- [ ] Show site certificate from server even if it is valid
iwed code (sandboxed vs. trusted) security verification
----- (") Enable - show warning if needed

----- () Enable - hide warning and run with protections

----- {_) Enable - hide warning and don't run untrusted code
----- (®) Disable verification (not recommended)

Perform signed code certificate revocation chedks on

----- () Publisher's certificate only

----- () All certificates in the chain of trust

----- (®) Do not chedk {not recommended)

heck for signed code certificate revocation using

----- Certificate Revocation Lists (CRLs)

----- Online Certificate Status Protocol (QCSF)

----- Both CRLs and OCSP

Perform TLS certificate revocation chedcks on

----- () Server certificate only

----- () All certificates in the chain of trust

heck for TLS certificate revocation using

----- Certificate Revocation Lists (CRLs)

----- Online Certificate Status Protocol (QCSF) W

Concel || sy

=

[}

i
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[ lava Control Panel — e

General Update Java Security Advanced

s-{_J All certiicates in the chain of trust
- (®) Do not check {not recommended)

Chedk for signed code certificate revocation using

----- Certificate Revocation Lists {CRLs)

----- Online Certificate Status Protocol (QCSP)

----- Both CRLs and OCSP

Perform TLS certificate revocation checks on

----- () Server certificate only

----- () All certificates in the chain of trust

----- (®) Do not check {not recommended)

hedk for TLS certificate revocation using

----- Certificate Revocation Lists {CRLs)

----- Online Certificate Status Protocol (OCSP)

----- Both CRLs and OCSP

dvanced Security Settings

----- [ ] Enable the operating system's restricted environment {(native sandbox)
----- IUse certificates and keys in browser keystore

----- [] Enable blacklist revocation check

----- Enable caching password for authentication

----- Use 551 2.0 compatible ClientHello format

----- Use TLS 1.0

----- Use TLS 1.1

e UseTLS 1.2

Miscellaneous

----- [] 5tore user settings in the roaming profile

----- Flace Java icon in system tray

----- [] suppress sponsor offers when installing or updating Java

concel | | sonly

]

I=
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2.6 Updating Java Security Policy

Note: If the installed Java version is higher than 1.8_121 follow these steps:
1. Go to java installation directory.
Note:
Java Home usually is installed under
C:\Program Files (x86)\Java\jre1.8.0_xxx\
OR
C:\Program Files\Java\jre1.8.0_xxx\
XXX: is java minor version.
2. Inside the installation directory go to \lib\security\
Open java.policy file
4. Add the following line at the end of the file (you may need Administrator privileges):
grant {

w

permission java.security.AllPermission;
}i

5. Save and close.
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2.7 Opening BANKS Application
1. Open the internet browser:
2. GotoURLhttp://<server-name/IP-address>:9001/banks/

3. Click “Reference” or “National” Buttons as follow:

- g 4
G - RS N ey eemtey = S | Sewrh B~

B ALty

ICS: BANKS

4. Ifit’s running for the first time, warning messages will appear to accept the new Certificate.

Check on “Do not show this again for apps from the publisher and location above”
The press “Run”

Do you want to run this application?

¢ Hame: ICS-Config-Applet
‘.._—:...(') Publisher: International Computer Systems (Lond ...
[=— |

Location:  http://10.100,102.5:9001

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the location and publisher above.

Buoremfomaﬁon [R_un][::anoel]

5. Press (Reference or National)

If it’s running for the first time, warning messages will appear to accept the new Certificate.
Check on “Do not show this again for apps from the publisher and location above”
The press “Run”
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x
Do you want to run this application?
i_ Publisher: Orade America, Inc.
— Location: hitp:/f10. 100. 102, 5:9001
This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the location and publisher above,
Do not show this again for apps from the publisher and location above
6 More Information ’ Bun ] [ Cancel
6. Ifit’s running for the first time, press “Run with the latest version”
Warning - Unavailable Version of Java Requested [ % ]
_ This application would like to use a version of Java (1.6.0_12) that is not installed
\ | |/ on your system. We recommend running the application with the latest version of
2/ Java on your computer.
More Information
Name: orade, forms. engine, Main
Location: hitp://10.100.102.5:9001
[ Run with the latest version ] ’ Cancel ]
7. Ifit’s running for the first time, warning messages will appear to accept the new Certificate.

Check on “Do not show this again for apps from the publisher and location above”

The press “Run”

Do you want to run this application?

Publisher: Orade America, Inc.

Location:  http://10.100.102.5:3001

This application will run with unrestricted access which may put your computer and persanal
information at risk. Run this application only if you trust the location and publisher above.,

Do not show this again for apps from the publisher and location above

“ More Information

’ Run ] [ Cancel ]

8. The main screen of BANKS will appear
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BANKS CICS:-
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Forge: Password
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2.8 Installing Fingerprint Reader Drivers

Note: It's recommended to install the drivers using the Domain Server Control (if it's applied on
the Bank).

If the bank does not use the Domain Server Control to install the fingerprint drivers, follow the
Manual Installation Steps.

Manual Installation Steps
1. Connect to BANKS application server using (FileZilla)

2. Download Fingerprint Drivers for Window (32 or 64) bit based on the client Machine type
(32/64) bit from directory /u/oracle/bank/fp-drivers

« | Remote site: | fuforacle/bank/fp-drivers
. -2 u
! &7 oracle
- ? bank

’ - fp-drivers

Filename

8 rp-32.zip

8 Fr-64.zip

3. Extract the downloaded file into any temporary folder
4. Goto the extracted folder and run setup.exe file
5. Follow the setup instructions wizard as below:
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Welcome to the InstallShield Wizard for
DigitalPersona U.are.U RTE

The InstaliShield(R) Wizard will allow you to modify, repair, or
remove DigitalPersona U.are.U RTE. To continue, click Next.

EANYING |s:.-l||'w-;‘|‘.
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i ™
4 DigitalPersona U.are.l RTE - InstaliShield w_ o |

License Agreement

Please read the following license agreement carefully.

END USER LICENSE AGREEMENT FOR o
DIGITALPERSONA® SOFTWARE DEVELOPMENT KIT (SDK) K|
PRODUCTS

IMPORTANT - READ CAREFULLY: This DIGITALPERSOMNA END USER
LICENSE AGREEMEMT (the "EULAT} is a legal agreement between you
either as an individual or as an authorized representative of a business
entity (hereafter referred to as ™You™ andfor ™Your”) and DigitalPersona, Inc.
(‘DigitalPersona™).  DigitalPersona is willing to license to You the
DigitalPersona software product accompanying this EULA, which may _

(@ I accept the terms in the license agreement:

(7)1 do not accept the terms in the license agreement

InstallShield

< Back “ Mext = ] [ Cancel
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' DigitalPersona U.are

Click Next to install to this folder, or dick Change to install to a differe;

l'*- Install DigitalPersona U.are.U RTE to:
L.j C:\Program Files\DigitalPersona,

Instalishield

e ) o)
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iy

Custom Setup
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

Feature Description
JNET/ActiveX components
' 3 a ts This feature indudes files needed
ava componen to run .NET and ActiveX
---------- =3 | JavaPOS components applications.
---------- OPOS components ‘
This feature requires 248KB on
your hard drive.
Install to:
C:\Program Files\DigitalPersona\| Change...
Instalishield

| tep || space || <Bak [ MNet> |[ Cancel |
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' DigitalPersona U.are

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Instalishield

[ <Back | Instal || cancel |
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InstaliShield Wizard Completed

The InstallShield Wizard has successfully installed
DigitalPersona U.are.U RTE. Click Finish to exit the wizard.

Show the Windows Installer log

1 | Cancel

You must restart your system for the configuration
changes made to DigitalPersona U.are.U RTE to take
effect. Click Yes to restart now or No if you plan to
restart later,

EANYING |s:_-|||'>-.;‘|'.
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VERSION DATE DESCRIPTION OF CHANGE
1 25/02/2018 Create user manual
2 25/04/2018 Add CITRIX modifications by MR. Ayman Shahrour
3 06/06/2018 Add the following note ‘{Full permissions should be granted for
the logged-in users on the above folders} to pre-requirements
topic.
4 03/10/2019 Update Installing Fingerprint Reader Drivers by removing the

download buttons from BANKS Homepage and replace it with
manual installing Fingerprint Reader Drivers from BANKS
application server.
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